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Threat
Detection with
GuardDuty

@ Natasha Ong

L ® o) United States (Ohio) ¥ Nat-IAM-Admin @ next

GuardDuty > Findings A malware scan on your S3 object EICAR-test-file.txt X Object:S3/MaliciousFi X
has detected a security risk EICAR-Test-File (not a le
virus).

Findings (2) we ) .
9 @) First seen 2 minutes ago, last seen 2 minutes ago Info A malicious file has been

" detected on the scanned S3
Create suppression rule A malware scan on your S3 object arn:aws:s3::nextwork-guardduty-

object.
project-name-thesecurebucket-bauc87hrh305/EICAR-test-file.txt has

Actions v detected a security risk EICAR-Test-File (not a virus).

« Default severity: High
- Saved rules

Apply saved rules ¥ « Feature: Malware Protection

[ Q Filter findings 1 match

Full description:

@ Investigate with Detective

Finding type Overview
Object:53/MaliciousFile -
e Finding ID.  3ccad5998523671626679ce699 @y This finding indicates that a
Bucket name = nextwork- 0Ob15df malware scan has detected the
uardduty-project-name- § listed S3 object to be malicious.
?hesecure{)l?ckletr Type  Object:S3/MaliciousFile @aQ
baucE7hrhies Severity  HIGH Qa Remediation recommendations:
Clear filters : Region  us-east-2
If this finding was unexpected,
Count 1 the S3 object is potentially
[ Status [ Threat type AccountID 471112976395 QaQ malicious. For information about
‘ Current ¥ | | All findings ¥

recommended remediation steps,
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Introducing Today's Project!

Tools and concepts

The services we used were GuardDuty, CloudFormation, S3, and CloudShell.
Key concepts we learnt include SQL + command injection, using Linux
commands like wget, cat and jq, and malware protection!

Project reflection

This project took us approximately 2.5 hours including demo time. The most
challenging part was getting access to the victim's AWS environment using a
profile. It was most rewarding to reveal the victim's protected file as the
attacker.

We did this project today to learn about threat detection and GuardDuty +
techniques like SQL/command injection. This project certainly met our
expectations and was a good challenge!
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Project Setup

To set up for this project, we deployed a CloudFormation template that
launches an insecure web app (OWASP Juice Shop). The three main
components are the web app infrastructure, an S3 bucket and GuardDuty
protecting our environment.

The web app deployed is called OWASP Juice Shop. To practice our
GuardDuty skills, we will attack the Juice Shop, and then visit the GuardDuty
console to detect and analyze its findings - does it pick up on our attacks to our
web app?

GuardDuty is an Al-powered threat detection service, which means it is
designed to help us find and security attacks or vulnerabilities that affects our
AWS resources/environment. Once it detects something unusual, it's up to us
to investigate.

Admin @ nextwork v
= CloudFormation > Stacks > NextWork-GuardDuty-project-name @ [oC]

[ Stacks (2) © NextWork-GuardDuty-project-name 8 >

Q_iterby sackame vpaane ) (mckacions v ) (e v

Filter status

1

< | Events-updated  Resources  Outputs  Parameters  Templa >

Stacks " Events (89)

NextWork-GuardDuty-project-name [Q Search events
O 2025-01-2210:23:51 UTC+1300
© CREATE_COMPLETE

eksctl-nextwork-eks-cluster-cluster " mest e |

O 20241121 2208156 UTC+1300 2025-01-2210:3201
© CREATE_COMPLETE UTC+1300
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SQL Injection

The first attack we performed on the web app is SQL injection, which means
injecting malicious SQL code that manipulates a result from our web app. SQL
injection is a security risk because it can let attackers bypass logins, or
delete/edit data.

My SQL injection attack involved entering the code "' or 1=1;--" into the email
field of the web app's login page. This means the login query will always
evaluate to true (i.e. our database is manipulated into telling our web app this
login exists).

.‘ OWASP Juice Shop

All Products

Apple Juice
(1000mi)
1.9

Eggfrut Juice
(500mi)
8.990
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Cross Site Scripting

Next, we used command injection, which manipulates the web app's web
server to run code that has been entered e.g. in a form. The Juice Shop web
app is vulnerable to this because it does not sanitize user inputs i.e. does not
block scripts.

To run command injection, we entered JavaScript code in the username field of
the web app's admin console. This script wil tell our web server to expose the
server's IAM credentials and save them in a publicly accessible JSON file.

User Profile

Email:
admin@juice-sh.op

Username:

w #{global.process.mainModule.require('child_

vV Set Username

[object Object]
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Attack Verification

To verify the attack's success, we visited the publicly exposed credentials file.
This page showed us access keys that represents our EC2 instance's access to
the developer's AWS environment. We can use those keys to get the same level
of access.

<« e (= i Q& ©® VYV O @ | Relaunchtoupdate }
Pretty print (]

{

"AccessKeyId" : "ASIAW3MEFRAF57RWA6M2",

""Code" : "Success",

"Expiration" : "2025-01-22T04:21:04Z",

"LastUpdated" : "2025-01-21T22:00:18Z"

"SecretAccessKey" : "jDST7zxtptEwmHC13f4NptHU9Y7V5Bg80DRpMP/6",

"Token" :
"I1QoJb3JIpZ2luX2VjiEM7//////////WEaCXVzLWVhc3QtMiJHMEUCIBZ/vUsLQeXU@53qe4spMhFZtv96 1CdEODh7dOmIES jOAiEAKb4+rmyg0CpY1s63MiQX9
vumVemRMDVufbcMrGADe4sqwgUIx///////////ARAAGGWONZEXMTI5NZYz0TUiDLWG+nkBKTFIeVbeTigWBW7R3+uCYBDh875drD3+nS+eYV+dTGBLVNGZdTr
jzUcsUFfFkjjBCOTcB+00aEqps902Wgx3w6TEO0C1FtQeUvFqoEfcrIimMigaGCd3HVM7CDrtV/mbTwbTIOV8L4gkvpkvHmxNDNpqsIDEHzKkcXFcUj75uFTHTN
8aQia+e26Gkc50abxtGjGSvqbuDSC25Fw400kq0X1LGIkKgb/g9edVecXGIEIKS5b1jGzqThfcsuIYSdprKkonkfW+aiCYXe7+iga/hNyT400uBL5y5P3Ch7ICqR
mPZzEKCDy14mmOPQzYLOIGL/D+ey8alddFKVmtSYhRiI4kB7v7ZHqV//99B31TQ3uhhTheISVTEdy8aAR+iScn@10C6/bcFs20X35R69540N4k3djHyDnws iy fj
ME5Z3gNgoWp7GkUgDj3tWqYu/9MGj0/nwron5Ac270zDwyauWK] jhTZaALPgSU2N8NY9Aw3wcti9gFjsQPeOwb1dGIv riM3gKFWmKv4DgCDPsYU@3ExteGBDnm
093HDAGEIM7gI3vaXUZHA3u8uld65+3adcg4pEqCusF+X2BZWrDxditgfvS@GMphSZmL990t3vLNfu299r0Cwassmém5DtzhAnK8SHq4UGA60LbuZ5vN/Iead
FbHcIWB1jt@S2gWLEVY f8mH81czkKCXS2VhDECFChxhXWIqxCVjW/D6YVhKCnNeq9F72mDBRhiEFpdbEa2u3Ud IGXEFmT6gPvOSGaqlE4UWSs4b96DISAYe9EXB
9Fk1n8MNGMm@8 iXbmxs fQRTaRhQAsSWOhdQFTNVXgr798Q/ LkRpIVIAVYGTIrprMczk3cGbBe5broqfHXZLVEQpyclwbwA6uD6QVUZkIcDHBGt7AvsMIeywLwGO
rEBd/Kay@GofMk2idi+@t7/0zDEAtIxYyIkhkaitqdiQGLwwr3B/CUDc+K/XYiJxwDXU07b8VoQd+j foAiu5ft0]0dK4yF2pz0se46ENWdOeLD3azwRZTb7suF
NULeg41EUuh3Tc7dCP5Eb Imvr@dT lbxtW/wlYMTOY47VHDIDDtVhgEQq5SsS++mvhcoiP3GPBKk8P 1Fq2E5wbb7 ryLvlGzuZfnR2gWwgIDMOC88rXaZAulP",

"Type" : "AWS-HMAC"
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Using CloudShell for
Advanced Attacks

The attack continues in CloudShell, because this is a command-line tool we
can use to run AWS commands that uses the credentials we've stolen.
CloudShell is now our medium for doing suspicious things like stealing data
from an S3 bucket.

In CloudShell, we used wget to download the exposed credentials file into our
CloudShell environment. Next, we ran a command using cat and jq to read the
downloaded file and format it nicely - so the credentials (in JSON) are easy to
understand.

We then set up a new profile using all of the stolen credentials. We had to
create a new profile because the hacker doesn't inherently have access to the
victim's AWS environment. We'll need to use the profile to switch permission
settings.

CloudShell

+

LS.JSON | JQq -r °.>decretAccesskey

[cloudshell-user@ip-10-130-3-106 ~]$ aws configure set profile.stolen.aws_session_token ‘cat credentials.j
son | jq -r '.Token'®

[cloudshell-user@ip-10-130-3-106 ~]$ aws s3 cp s3://$IJUICESHOPS3BUCKET/secret-information.txt . --profile
]

download: s3://nextwork-guardduty-project-name-thesecurebucket-bauc87hrh3o5/secret-information.txt to ./se
cret-information.txt

[cloudshell-user@ip-10-130-3-106 ~]$

[cloudshell-user@ip-10-130-3-106 ~]$ 1s

credentials.json secret-information.txt

[cloudshell-user@ip-10-130-3-106 ~]$ cat secret-information.txt

Dang it - if you can see this text, you're accessing our private information!
[cloudshell-user@ip-10-130-3-106 ~]$
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GuardDuty's Findings

After performing the attack, GuardDuty reported a finding within 15 minutes.
Findings are notifications from GuardDuty that something suspicious has
happened, and they give you additional details about the who/what/when of the
attack.

GuardDuty's finding was called
UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.InsideAWS, which
means credentials belonging to my EC2 instance were being used in another
account. Anomaly detection was used because this was unusual behaviour

GuardDuty's detailed finding reported the S3 bucket was affected; the action
that was done using the stolen credentials (GetObject); and the EC2 instance
whose credentials were leaked. The IP address + location of the actor was also
available.

Credentials for the EC2 instance role NextWork-GuardDuty- X
project-name-TheRole-QqRtxnfmfXx6 were used from a remote
AWS account.

(LW First seen 11 minutes ago, last seen 11 minutes ago

Credentials created exclusively for an EC2 instance using instance role NextWork-
GuardDuty-project-name-TheRole-QqRtxnfmfXx6 have been used from a remote AWS
account 653848176025.

@ Investigate with Detective

Overview
Finding ID  7eca4589488ac5121a800fbb1c4213b @ Q

Type  UnauthorizedAccess:IAMUser/InstanceCred @aQ
entialExfiltration.InsideAWS
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Extra: Malware Protection

For our project extension, we enabled Malware Protection for S3. Malware is
file that containts threats e.g. opening the file will cause a data breach or a
deletion of resources.

To test Malware Protection, we uploaded an EICAR test file into a protected
bucket. The uploaded file won't actually cause damage because the test file is
only designed to alert antivirus software.

Once we uploaded the malware, GuardDuty instantly triggered a finding called
Object:S3/MaliciousFile. This verified that GuardDuty could successfully detect
malware. It also mentioned that the threat type is EICAR-Test-File (which means
not a virus).

GuardDuty > Findings A malware scan on your S3 object EICAR-test-file.txt X Object:S3/MaliciousFi X
has detected a security risk EICAR-Test-File (not a le
virus).

@) s scen 2 minutes ago, Lt seen 2 minutes ago nfo

A on your 53 object

proj bauc87hrh305/El
detected a security risk EICAR-Test-File (not a virus).
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